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I .  I nterpretat ion of  L aws  and Regulat ions :  Personal  I nf ormat ion Protect ion L aw and

Related Regulat ions  Promulgated,  L egal  System of  Personal  I nf ormat ion Protect ion

I mproved Progress ively  

The Personal  Information Protection Law of  the People’s Republ i c of  China (“Personal

Information Protection Law”) , adopted at the 30th Session of  the Standing Committee

of  the 13th National  People’s Congress on August 20, 2021, wi l l  take ef fect on

November 1, 2021. The Personal  Information Protection Law, together wi th the

previously i ssued Cybersecuri ty Law and Data Securi ty Law, has bui l t a  l egal  shield for

the protection of  personal  information.

The Personal  Information Protection Law, consi sting of  eight chapters, speci f i es the

principles to be abided by in processing personal  information, including the principles

of  legal i ty, l egi timacy, necessi ty and good fa i th , expl i ci t purpose and minimum

necessi ty, openness and transparency, and qual i ty and securi ty assurance. The Personal

Information Protection Law sets up personal  information processing rules around the

principle of  “inform-agree”, strengthens the obl igations of  personal  information

processors, and imposes stri ct l egal  l i abi l i t i es on them.

Ar ti cle 4 of  the Personal  Information Protection stipulates that, the processing of

personal  information includes the col lection, storage, use, processing, transmission,

provi sion, di sclosure and deletion, etc. of  personal  information. As i t i s inevi table that

the employer wi l l  need to process the personal  information of  the employees in  the

course of  the employment management, i t wi l l  be an impor tant par t of  HR compl iance

for the employer (as a personal  information processor)  to protect the personal

information of  employees.

According to the Personal  Information Protection Law, typical  scenarios and legal

requi rements relating to the protection of  personal  information of  employees mainly

include the fol lowing:
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1 .  Col lecting and processing employees’ personal  information based on recrui tment and management needs: In

principle, an individual’s consent i s requi red before hi s or her personal  information can be processed. However,

Ar ti cle 13 of  the Personal  Information Protection Law provides a series of  si tuations in  which an individual’s

consent i s not requi red, of  which i tem (2)  i s “where i t i s necessar y for the conclusion or performance of  a contract

to which the individual  concerned i s a par ty, or for the implementation of  human resources management in

accordance wi th the labor ru les and regulations formulated in accordance wi th the law and the col lecti ve contract

concluded in accordance wi th the law”.

On the one hand, th i s provi sion ref lects the principle of  necessi ty in  substance, which i s consi stent wi th Ar ti cle 8 of

the Labor Contract Law which states that “the employer shal l  have the right to ask  about the basi c information of

the employee in di rect relation to the labor contract”; on the other hand, th i s provi sion emphasizes procedural l y

that the provi sions of  the legal l y formed rules and regulations of  the employer and the col lecti ve contract shal l  be

the precondi tion. In  practi ce, i t i s necessar y to analyze and evaluate speci f i c si tuations and purposes to determine

whether cer tain information ( such as the information on heal th status, mari ta l  status and fami ly status of  the

employees)  i s necessar y for the implementation of  HR management.

Chapter 2 of  the Personal  Information Protection Law fur ther states that as for the sensi ti ve personal  information of

an individual , the personal  information processor shal l ,  inform the individual  of  the name and contact information

of  the personal  information processor, the necessi ty of  processing such sensi ti ve personal  information and the

impact on hi s/her personal  rights and interests. The logical  relation between the abovementioned provi sions and

Ar ti cle 13 i s to be fur ther clari f i ed. In  employment management scenarios, such as check ing work attendance wi th

f ingerprints and faces, moni toring employees’ whereabouts, requi ring employees to provide heal th status, etc. ,

employers may need to pay specia l  attention to whether the employees’ sensi ti ve information i s involved.

2 .  Transferring employees’ information to a th i rd par ty: For the convenience of  employee management or

improvement of  employee wel fare, the employer may need to entrust th i rd par ties ( such as suppl iers)  to provide

some HR ser vi ces, purchase commercia l  insurance for employees, or need to let the parent company par ti cipates in

or guides the labor management of  member enti ti es, which may involve the transfer of  personal  information of

employees to a th i rd par ty. I f  the th i rd par ty i s identi f i ed as a “personal  information processor ”, the employer shal l

perform i ts duty to inform the concerned employees and obtain thei r separate consent. I f  the suppl ier i s identi f i ed

as “being entrusted to process personal  information”, the employer shal l  super vi se the information processing

acti vi ti es of  the trustee.

3 .  Transferring employees’ information to overseas enti ti es: Some transnational  corporation may intend to transfer

employees’ information to overseas enti ti es based on the consideration of  global  employment management.

According to the Personal  Information Protection Law, where personal  information i s to be provided to overseas

par ties, the statutor y condi tions and procedures such as the passing securi ty assessment, going through personal

information protection authenti cation or entering into a contract wi th the recipient shal l  be completed beforehand.

Besides, the noti f i cation obl igations shal l  be fu l l y performed, and i t i s necessar y to obtain individual’s separate

consent.

4 .  Processing remaining personal  information of  separated employees: The employer shal l  properly keep the personal

information of  the separated employees, and shal l  not di sclose or use i t wi thout due reason. After the storage of

such information becomes unnecessar y, the employer shal l  delete the personal  information of  the employee in time.

Wi th the implementation of  the Personal  Information Protection Law, other l aws and

regulations related to personal  information protection have been i ssued in succession.

For example, the Provi sions of  the Supreme People’s Cour t on Several  Issues

concerning the Appl i cation of  Law in the Tria l  of  Civi l  Cases Relating to the Use of

Facia l  Recogni tion Technologies to Process Personal  Information, promulgated by the

Supreme People’s Cour t, came into ef fect on August 1, 2021. I t strengthens the

judicia l  protection of  face information in three aspects: reasonably di stributing the

burden of  proof, reasonably def in ing the scope of  proper ty losses and advocating civi l

publ i c interest l i t igation. I f  the employer intends to adopt the face recogni tion system,
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i t  should pay attention to protecting the safety of  face information of  employees and

preventing the related technologies f rom infringing on employees’ personal i ty rights

and interests.

In  addi tion, on July 6, 2021, Shenzhen promulgated the Data Regulations of  Shenzhen

Special  Economic Zone, which, on the basi s of  the fol lowing principles and rules stated

by the Personal  Information Protection Law, ref ined the processing requi rements for

di f ferent k inds of  personal  data , and detai led the regulations on the sharing, opening

and uti l i zation of  publ i c data , as wel l  as data securi ty management, etc. I t a l so put

for ward higher requi rements on employers wi th respect to processing employees’

personal  data .

I I .  I nterpretat ion of  L aws  and Regulat ions :  Mult iple Depar tments  and Regions

Success ively  I ssued Opinions  on the Protect ion of  Workf orce on New Forms of  Work

and Employment  

On July 16, 2021, the Mini str y of  Human Resources and Socia l  Securi ty (“MOHRSS”) ,

the State Admini stration of  Market Regulation, the Al l -China Federation of  Trade

Unions and other depar tments jointl y i ssued two guiding opinions on the protection of

workers’ rights and interests in  new work forms, being the “Guiding Opinions on

Implementing the Responsibi l i ty of  Onl ine Catering P latform and Ef fecti vely Protecting

the Rights and Interests of  Takeaway Food Del i ver y Workers” (“Opinions on Protecting

the Rights and Interests of  Takeaway Food Del i ver y Workers”)  and “Guiding Opinions

on Protecting the Labor Securi ty Rights and Interests of  Workers in  New Work Forms”

(“Opinions on Protecting Workers in  New Work Forms”) . The two opinions aim to

providing guidance for the formation of  subsequent ru les and the di sputes resolution

in practi ce.

The abovementioned two opinions put for ward measures and requi rements to

safeguard the rights and interests of  workers in  the new work forms, among which the

fol lowing aspects are wor th noting:

1 .  Regulating the signing of  wri tten agreements: Opinions on Protecting Workers in  New Work Forms advocates that

given di f ferent ci rcumstances, di f ferent forms of  wri tten agreement shal l  be adopted and concluded by and between

the employers and the workforce. I f  the condi tions for forming an employment relationship are met, the employer

shal l  enter into an employment contract wi th workers; other wise, the employer shal l  enter into other types of  wri tten

agreements wi th workers.

2 .  Improving the payment system of  the salar y and performance-based pay: Enterpri ses are requi red to pay salaries not

lower than the local  minimum salar y to workers in  new work forms. Reasonable remuneration rate higher than that

of  normal  work hours shal l  be adopted for thei r hol iday work . The Opinions on Protecting the Rights and Interests

of  Takeaway Food Del i ver y Workers requi res the onl ine catering platforms and thi rd-par ty cooperati ve enterpri ses to

design the performance apprai sal  system for takeaway food del i ver y workers in  a reasonable way.

3 .  Encouraging and requi ring enterpri ses to par ti cipate in  the socia l  insurance schemes: As par ti cipation in socia l

insurance programs are considered impor tant measures for safeguarding workers’ rights and interests, the two

opinions clari f i ed the relevant i ssues concerning the par ti cipation of  socia l  insurance of  the workers in  new work

forms. The Opinions on Protecting Workers in  New Work Forms requi res enterpri ses to suppor t workers in  new work

forms wi th non-labor relations to par ti cipate in  endowment insurance and medical  insurance as appropriate. I t a l so

encourages platform enterpri ses including those managing rides, meal s, f reight del i veries to purchase commercia l

insurance. Opinions on Protecting the Rights and Interests of  Takeaway Food Del i ver y Workers encourages takeaway

riders who have not formed labor relations wi th platforms to par ti cipate in  socia l  insurance.

The Opinions on Protecting Workers in  New Work Forms al so requi res a l l  local i t i es to create condi tions for f l exible

workers to par ti cipate in  socia l  insurance. At present, some ci ties have i ssued relevant regulations to encourage
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enterpri ses to pay socia l  insurance separately for the f lexible workers who are engaged in non-labor relations. For

example, in  June, 2021, Qingdao i ssued the regulation of  paying work-related in jur y insurance premiums for f l exible

workers ( for more information you may refer to “Haiwen Research: Haiwen Labor Law Bi -Monthly Newsletter ” (2021

May –  June) ) .  In  Januar y, 2021, Guangdong Province promulgated the “Measures for the Engagement of  Workers

over the Statutor y Reti rement Age and Other Speci f i c Personnel  Par ti cipating in Work-related In jur y Insurance

(Tria l )”; On thi s basi s, Guangzhou Municipal  Human Resources and Socia l  Securi ty Bureau i ssued the Guide to the

Par ti cipation of  Speci f i c Laborers of  Enterpri ses in  Work-related In jur y Insurance in Guangzhou, which clari f i es the

operational  detai l s of  par ti cipation in the work-related in jur y insurance. Ningbo i s a l so exploring methods to extend

the coverage of  work-related in jur y insurance to f lexible workers, and to bring f lexible workers into the coverage of

the endowment insurance and medical  insurance system (For detai l s, please refer to the Noti ce of  the General  Off i ce

of  the National  Development and Reform Commission on Promulgation of  Typical  Experiences of  Ningbo Flexible

Employment Suppor t Pol i cy i ssued by the National  Development and Reform Commission on July 2, 2021.) .

4 .  Protecting workers’ labor rights: Both opinions emphasize the need to optimize the work ing envi ronment and

protect workers’ rights such as the right to rest and safety. The Opinions on Protecting Workers in  New Work Forms

provides that enterpri ses shal l  implement reasonable rest system, scienti f i cal l y determine workers’ work load and

labor intensi ty, and develop rules and wri te a lgori thms that di rectl y relate to the protection of  workers’ rights and

interests. The Opinions on Protecting the Rights and Interests of  Takeaway Food Del i ver y Workers provides that the

order di stributing mechanism of  the platform should be optimized to ensure labor safety.

5 .  Promoting the establ i shment of  trade unions that adapt to new forms of  work : The Opinions on Protecting the

Rights and Interests of  Takeaway Food Del i ver y Workers expl i ci tl y provides that ef for ts should be made to promote

the establ i shment of  trade unions, to guide and help takeaway riders to par ti cipate in  trade union af fa i rs. Due to

the development of  new forms of  work , the number of  f l exible workforce has increased substantia l l y and the

establ i shment of  trade unions under new forms of  work has become a trend across the countr y.

Besides the guidance for employers, the two opinions al so make requests for other

organizations and government authori ties. In  the future, di f ferent depar tments and

regions wi l l  release detai led implementing rules and regulations based on the

opinions. We wi l l  a l so continue to keep a close eye on the legi slati ve progress.

I I I .  Quick View of  New Regulat ions :  New Regulat ions  f or  E lect ronic L abor  Cont ract

I ssued;  Ci tywide Socia l  I nsurance Rules  Released Success ively  and the Minimum

Monthly  Wage Standard A djusted in  Mult iple Regions  

1 .  The MOHRSS and Tianj in  Released Guidel ines for Concluding E lectronic Labor Contracts

Fol lowing the i ssuance of  the Noti f i cation of  the General  Off i ce of  the Mini str y of

Human Resources and Socia l  Securi ty on Issues Concerning the Conclusion of  E lectronic

Labor Contract on March 4, 2020, the MOHRSS has fur ther i ssued the Guidel ines for the

Conclusion of  E lectronic Labor Contracts ( the “Guidel ines”)  on July 1, 2021 to provide

speci f i c and practi cal  guidance on the conclusion of  electronic l abor contracts. The

Guidel ines speci f ies the standards for the conclusion, retrieval , storage and appl i cation

of  electronic l abor contracts in  order to ensure that the contracts are true, complete,

accurate and non-tampered. Employers and employees entering into electronic l abor

contracts may conclude electronic l abor contracts by reference to the Guidel ines upon

mutual  consent.

Before the MOHRSS i ssued the Guidel ines, Bei j ing, Shenzhen and other regions al so

i ssued speci f i c regulations for the conclusion of  electronic l abor contracts ( for more

information you may refer to “Haiwen Research: Haiwen Labor Law Bi -Monthly

Newsletter ” (2021 May –  June) ) .  Subsequently, on July 27, 2021, Tianj in  Municipal

Bureau of  Human Resources and Socia l  Securi ty a l so i ssued the Guidel ines for the

Conclusion of  E lectronic Labor Contracts in  Tianj in .
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2 .  Shenzhen, Guangdong, Si chuan and Other Regions Have Successively Released Socia l  Insurance Rules

On July 6, 2021, the Standing Committee of  Shenzhen Municipal  People’s Congress

released the revi sed Regulations on Socia l  Endowment Insurance of  Shenzhen Specia l

Economic Zone, which has come into ef fect since August 1, 2021. The revi sions are few,

which mainly conf i rm the base of  endowment insurance payment.

On July 29, 2021, the People’s Government of  Guangdong Province released the

revi sed Provi sions of  Guangdong Province on Employee Materni ty Insurance, which wi l l

come into force on October 1, 2021. Thi s revi sion mainly regulates the payment

methods and insurance benef i ts of  the employee materni ty insurance after the

combination of  the employee materni ty insurance and employee basi c medical

insurance.

On July 2, 2020, People’s Government of  Si chuan Province released the Measures for

the Implementation of  Regulations on Work-related In jur y Insurance in Si chuan

Province, which has taken ef fect since August 6, 2021. The Implementation Measures

provide speci f i c interpretations on three i ssues including the identi f i cation of  work-

related in jur y, the assessment of  work capabi l i ty and the obtainment of  work-related

injur y insurance benef i ts in  the Regulations on Work-related In jur y Insurance in

Sichuan Province, which came into ef fect on September 1, 2020.

3 .  Local  Minimum Wage Standards Continue to Be Adjusted in Mul tiple Regions

In July 2021, J i angsu ( including Nanj ing, Suzhou and other places) , Zhej iang, Hubei ,

Ningxia and other places successively i ssued noti ces to adjust the minimum wage

standard.

(For the previously adjusted minimum wage standards in  other regions in  th i s year,

please refer to “Haiwen Research: Haiwen Labor Law Bi -Monthly Newsletter ” (2021

May –  June) )

I V.  Explorat ion of  Typical  Cases :  The MOH RSS and the Supreme People’s Cour t

J oint ly  Released Typical  Cases  of  Over t ime-related L abor  Disputes

The MOHRSS and the Supreme People’s Cour t jointl y released the Noti ce on the

Second Batch of  Typical  Cases about Labor Di sputes on 30 June 2021. The Noti ce mainly

involves l abor di sputes between employers and employees in  connection wi th over time

work . I t not only regulates employers’ performance of  obl igations, but a l so leads

employees to defend thei r rights rational l y according to the laws and regulations.

Among the ten typical  cases, the fol lowing legal  i ssues and judicia l  opinions are wor th

noting: 

1 .  Issues concerning workers refusing to work over time:

(1) I f  the employer terminates the labor contract because the employee refuses to perform the over time work i l l egal

arranged by the employer, i t may be deemed as i l l egal  termination of  the labor contract.

(2) I f  the employer fa i l s to reach a consensus wi th the employee on the signi f i cant increase of  h i s/her work tasks and

i f  the increase wi l l  resul t in  the total  work ing time exceeding the statutor y upper l imi t, the employee has the right

to refuse the arrangement in  question.

2 .  Issues concerning cla ims of  over time pay:
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(1) I f  the employee concludes an agreement wi th the employer to give up over time pay, or signs the resignation

document to conf i rm that the over time pay has been settled, the val idi ty of  the agreement shal l  be examined in

substance case by case.

(2)Even i f  the employer and the employee agree to pay “Package Wages” (a f i xed amount of  wages to employees

ever y month to cover a l l  amount of  work regardless of  work ing hours) , the agreement i s possible to be held inval id

and the employer may sti l l  need to pay over time pay according to laws and regulations.

3 .  Issues concerning identi f i cation of  over time facts:

(1)The fa i lure of  employees to perform over time examination and approval  procedures according to the internal

ru les and regulations of  employers may not necessari l y deny the fact that employees work over time.

(2) I f  the employer denies that the employee’s over time work based on the internal  ru les and regulations, the

effecti veness and actual  enforceabi l i ty of  the rules and regulations shal l  be reviewed by the cour t, and the fact of

employee’s over time work shal l  be comprehensively consider based on the evidence of  the whole case.

4 .  Other i ssues:

(1) I f  the di spatched employee suf fers f rom heal th damage or work-related in jur y due to long-term over time, the

accepting enterpri ses and the labor di spatching enterpri ses shal l  bear joint and several  l i abi l i t i es for compensation.

(2) I f  a  l abor di spute ari ses during the exi stence of  the employment relationship due to the arrears of  l abor

remuneration ( including over time pay) , a  specia l  ru le concerning the l imi tation of  arbi tration shal l  be appl ied, that

i s, the l imi tations of  arbi tration for arrears of  l abor remuneration during the exi stence of  the employment

relationship shal l  not be restri cted by “one year f rom the date of  knowing or should know that the rights have been

infringed”; but i f  the employment relationship i s terminated, the cla im shal l  be ra i sed wi thin one year f rom the

date of  termination of  the employment relationship.

(3)Employees who advocate over time pay have the responsibi l i ty to provide evidence of  the exi stence of  over time

work , or to prove that the relevant evidence are in  the possession of  the employer ( therefore, individual s cannot

give evidence) . Where the employer should but does not provide relevant evidence, i t can be presumed that the

employee works over time.

***

*Discla imer : Thi s newsletter i s for general  information only and does not consti tute our

legal  advice or legal  opinions. For fur ther di scussions, please consul t your regular

contact at our f i rm, or any of  the fol lowing Haiwen Labor Law Team members.
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